PENETRATION TEST DiESEC
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We find vulnerabilities
before hackers
exploit them!
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Er PSS, PentestBasic Pentestreport Pentest Extended
Vulnerability-Scans @ @ @
False-Positive Check @ @ @
Verbal presentation of risks
and findings @ @ @

Written report of the risk
potential

Q
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Advanced vulnerability
testing

Q
Q

Manual exploitation of
vulnerabilities

Q

Verified examples of
vulnerabilities

Q

Upgrades available @ @

Q

* Prices (excluding VAT) are subject to a written offer fromm DIESEC GmbH. Errors and omissions excepted..

Examples of upgrades/extensions: Penetration tests in larger or multiple system environments, penetration tests of
mobile applications on mobile devices, extending the “Pentest Basic” to include a written report, etc.

The prices are based on a sample system with one application and serve as a guideline for the required workload.

Therefore, the mentioned prices are not binding cost estimates, as they may vary depending on system size,
complexity, and additional effort.
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Penetration Test Description DIE\S/EC

A penetration test is the best way to
assess the effectiveness of established
security measures.

Test-variants:

Black-Box-Test: Useful for identifying unauthorized access by third parties. The testers have only
limited knowledge of the target system and behave like typical hackers to find and exploit
vulnerabilities.

White-Box-Test: The testers receive detailed information about the target environment. All
potential attack vectors can be identified and examined. Recommended for a comprehensive
assessment.

Pentest Phases:

+ Scoping: Agreement on test content and cases: Discussion of relevant background information.
- Reconnaissance: Gathering of information.

«  Enumeration: |dentification of attack vectors.

« Exploitation: Exploitation of identified vulnerabilities.

+ Documentation: Recording of relevant test scenarios, summarizing the test results.

We are happy to create a customized offer tailored to your requirements.

Estimated .

Pentest Basic 2MD Basic penetration test with automated scans

Advanced penetration test with automated
scans and a written report

Pentest Report 3MD

Advanced penetration test with manual scans,
Pentest Extended 5MD manual exploitation of vulnerabilities, and
verified examples.

The information is based on a sample system with one application and serves as a guideline for the required
workload.
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